Cyber Security Contact and Resource Information

Please note that Website URLSs starting with http://intranet are only accessible from the BNL Network.

Brookhaven Computer Technology Users must operate in accordance with the Computer Use Agreement.
e  http://www.bnl.gov/cybersecurity/docs/BNL-Computer-Use-Agreement.pdf

Don’t hesitate to utilize the many experts and resources available to you.

Cyber Security Questions and Reporting: Installation and Back-ups:
Cyber Security ITD Help Desk
631-344-8484 631-344-5522
security@bnl.gov ITDHelp@bnl.gov

Antivirus Software
e Information and Downloads
o http://www.bnl.gov/cybersecurity/antivirus/

Patching Information

o Windows
0 http://www.update.microsoft.com/windowsupdate

e Unix/Linux Systems
0 Employees are encouraged to use the BNL Redhat security update site.
0 See http://intranet.bnl.gov/cybersecurity/patching/unix.php
0 Linux info also available here: http://mirror.bnl.gov

e Apple Macintosh Systems
o Follow instructions on how to set up your system to automatically check for software

updates at http://intranet.bnl.gov/cybersecurity/patching/mac.php

Password
e Instructions on how to change
o http://www.bnl.gov/cybersecurity/policies/passwords.php
e How to enable your screen saver
o http://www.bnl.gov/cybersecurity/lock-computer.php

Backup
e Information on products and services

o http://intranet.bnl.gov/itd/backup/

Prohibited P2P Services
o Peer-to-peer (P2P) file sharing services that are prohibited
o http://www.bnl.gov/cybersecurity/policies/p2p.php
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